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Abstract— The emergence of advanced technologies has 
helped in solving specific problems in agriculture. In many 
sectors, interoperability of new technologies has helped in solving 
much bigger problems on a large scale and has eventually led to 
widespread automation, but this automation wouldn’t have been 
possible without openness in communication protocols. These 
standard protocols have evolved over time to cater to industry 
needs, from partial to fully automated manufacturing processes. 
The overall system obtained by the integration of these 
technologies for automated process control and management is 
commonly referred to as Industry 4.0. This paper discusses the 
protocols and technologies used in precision farming analogous to 
Industry 4.0. This paper also addresses the gaps to fill by 
exploring the technologies and standards and by proposing a 
unified architecture. It is hoped that addressing these gaps will 
help to create a solution for fully automated process control in an 
Agriculture 4.0 perspective and race towards more advanced 
Agriculture 5.0. 
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4.0, Internet of Things (IoT), Big Data, Data Analytics, Machine 
Learning, ISOBUS, Unified Architecture, Close loop control 
 
I. INTRODUCTION 
The important elements for any closed-loop process control 
can be simplified to the following blocks which are; input, 
processor, feedback and output, simply illustrated in Fig 1. 
 
 
Fig 1: Elements in a closed-loop process control 
The control blocks (elements) shown in Fig 1 can be assumed 
as different technologies from different manufacturers. 
Controlling these completely different systems without a 
standard communicating protocol is highly difficult. This 
concept can be applied to any process and in any domain. 
This problem has been acknowledged by international 
professional societies who have over time standardized some 
of the communication protocols to leverage the benefits of 
interoperability. When adopted, these standard protocols not 
only work with different subsystems of the same vendor but 
with different vendors subsystems as well. This has led to 
flexible and tailored automated process controls. 
 
This idea has been adopted in precision farming for more 
sustainable and profitable farming practices. However, due to 
the vast number of unpredictable and uncontrollable factors 
like climate, soil and crop health, the control is limited. 
Currently, the control is especially limited for mobile farm 
machinery used for seeding/planting, variable rate 
spraying/spreading and harvesting. For seamless farm 
management, factors like plant and soil health, nutrients, 
moisture, climate etc. should also be considered for 
continuous adaption with a feedback mechanism. Though 
there are technologies available to monitor these factors, they 
are not unified or integrated, which is a shortcoming in 
Agriculture 4.0. 
 
Scope of this paper: 
 
This paper discusses the technologies, standards and their 
adoption which have paved the way for Industry 4.0. Also 
discussed are the advancements in precision farming and the 
challenges to fill the gap in closing the loop for automated 
control. The benefits of agronomic benchmarking when the 
standard technologies are adopted are discussed. Finally, 
standardization of protocols and unified architecture for 
Agriculture 4.0 to monitor and control the processes are 
proposed. 
 
II. THE SUCCESS OF INDUSTRY 4.0 
 
The evolved term ‘Industry 4.0’ refers to any industrial 
manufacturing or assembly plant/factory of any domain 
which has adopted some level of automation in their 
processes using cyber-physical systems. This dates back to 
the early 1970s where pneumatic and hydraulic actuators 
were controlled by programmable logic controllers (PLCs) 
[1]. As companies scaled up, it became difficult to manage 
the individual PLCs and other control interfaces. This 
problem has been solved with SCADA (Supervisory Control 
and Data Acquisition) and DCS (Distributed Control System) 
which represents the data and control at a higher level or HMI 
(Human Machine Interface) [2]. The intermediate layer 
between HMI and controlled surfaces is the communication 
layer. The communication between controlled surfaces and 
the controlling units forms a network. The lower part of the 
network (shown in Fig 2) which interacts with controlled 
devices is called the Fieldbus (in an industrial context).  
 
 




The development of OSI (Open System Interconnect) has 
encouraged the industrial protocol developers to adhere to the 
standard communication protocols which have led to cable 
redundancy cost cuts. Various European countries like 
Germany, France and Denmark have developed their own 
industrial protocols which can be deployed in industrial 
automation. Their protocols are different from each other 
which has made it tough to standardize into one single 
standard. This resulted in maintaining different types of 
fieldbuses namely PROFIBUS [3], FIP [4], P-NET [5], WFIP 
[6]–[8], etc. as their national standards. The International 
Electrotechnical Commission published IEC 61158 with the 
above protocols as the standard protocols [9]. Companies 
themselves have come to devise innovative protocols which 
access the medium with a single set of cables. These include 
CSMA-CA (Carrier Sense Multiple Access – Collision 
Avoidance) [10], CAN (Control Area Network) [11] etc. 
 
Later, the development of wireless technologies like the 
WLAN (Wireless Local Area Network) standard, industrial 
sensor vendors have modified the OSI Model's physical layer 
and kept the network layer and medium access layers similar. 
This has helped to modify different types of fieldbuses to 
adopt wireless technology. Similarly, the adoption of other 
wireless standards like Bluetooth and ZigBee have given rise 
to many wireless communication options to the industry.  
 
The adoption of these converged technologies by the vendors 
and end users has led to flexible, decentralized and cost-
effective end-to-end automation in the industry today. In 
addition, adoption of IoT to help connect manufacturing 
plants in separate geographic locations as a single entity is a 
reality [12], [13]. This can be considered a success of 
‘Industry 4.0’ technology.  
 
III. PROCESS IN AN AGRICULTURAL CONTEXT 
 
In analogy to industry, the process in agriculture is viewed as 
the product undergoing changes in various stages from the 
primary stage to the final stage as a consumable product. Here 
the product can be seen as a seed in the primary stage, 
developing into a final consumable entity cultivated through 




Fig 3: Process Stages in Agriculture 
As in industry, these stages require a lot of human 
intervention to monitor and supply adequate nutrients and 
care is taken to ensure proper crop growth. To increase yield, 
the fertilizers are spread. However, in order to efficiently 
manage the crop, the health of the soil and plants must be 
considered. This can be done if the plants and soil are closely 
monitored. Precision Farming mostly makes use of GPS 
(Global Positioning System), remote sensing, soil mapping, 
and variable rate technology (VRT) [14], which have enabled 
farm machinery to guide and precisely (up to a few 
centimetres accuracy) spray/spread fertilizer/nutrients. 
Similarly, in the Harvest stage, yield mapping and other 
parameters are considered and analysed. This is shown in Fig 
4. 
Currently, precision farming is limited to only certain stages 
in the whole process. For continuous monitoring of the crop, 
sensors which constantly monitor soil parameters like 
moisture, pH, nutrient contents and plant health must be 
installed. Once the user is aware of these parameters, better 
control can be achieved. Currently, soil sampling and  
measuring plant nutrition (measuring chlorophyll) are done 
manually with the sensors in between the stages and these 
















Fig 4: Dry Yield data overlay on a map 
Currently, the process monitoring is also not seamless in 
agriculture, which hinders progress in achieving the 
‘Agriculture 4.0’ scenario. 
 
IV. CHALLENGES IN AGRICULTURE 4.0 
 
In the Industry 4.0 ecosystem ‘almost’ every stage can be 
controlled with human intervention. In analogy, the bio-
ecosystem depends on various uncontrollable factors like 
climate. The only way to control the process is to adapt to 
these factors and maintain productivity. In addition, getting 
the process feedback or tracing is extremely difficult because 
of the vast spatio temporal nature of the farms.  
 
Unlike an industrial setting, conditions in agriculture can be 
very harsh. Due to extreme open weather conditions and soil 
nature, it is difficult to procure and install sensors which are 
rugged and able to measure key indicators of crop growth. 
This is vital for a feedback mechanism to adapt to the 
conditions. 
 
Industry standards are not compatible with this scenario. 
There are no sensor vendors who exclusively solve this 
problem and no standards like Fieldbus exist. However, 
processes can be monitored in some of the stages like 
fertilizer/nutrient spread/spray season. The nitrogen sensor or 
NDVI sensor mounted on farm machinery helps in variable 
rate application in real-time. Satellite imagery helps to 
monitor the vegetation index but is not always suitable for 
real-time monitoring because of cloud cover and poor signals 
[15]. 
 
Lack of integrated systems, interoperable skills and basic 
information about the land and nutrient spread [16] add up to 
challenges which make crop management extremely difficult. 
These challenges are relevant research and engineering areas. 
Once these gaps are bridged, there is a good possibility for 




V. AGRONOMIC BENCHMARKING AND SENSOR 
STANDARDIZATION 
To overcome the challenges mentioned in section IV, 
agronomic benchmarking is necessary as a reference. 
Benchmarking on the use of nutrients on the field exists today 
as a compliance/regulation in some countries for 
accountability [17].  Similarly, an economic benchmarking 
on crop productivity and health is needed to compare the 
benefits of a fully-integrated system against conventional 
farm practices.  
To achieve this, farms are divided and cultivated separately 
with the fully-integrated method and conventional method 
throughout the crop seasons (up to crop yield) and compared 
against soil reusability, quality of the produce, quantity of the 
produce and economic savings. This helps farmers and 
contractors compare methodologies and view potential ways 
to adapt to these integrated systems. 
Studies have shown that some farmers violate the regulations 
in nutrient management despite the efforts put in place by the 
regulatory authorities [18]. Tracking these violations is very 
difficult as they have to rely on statistical analysis of 
administrative data. Using an integrated system will aid the 
regulatory agencies and food safety authorities [19], [20] to 
easily track and trace the nutrients and other toxic substances 
and enforce permissible limits. 
Similar to industrial sensors, agri based sensors, farm 
machinery and communication protocols (like ISOBUS) 
have to be standardized and reviewed once every five years 
and certified similar to other industrial standards. This 
encourages and enables sensor, machinery manufacturers and 
protocol stack developers to develop suitable devices, 
machines and other agri based communication protocols 
respectively to create a competitive scenario.  
 
VI. UNIFIED ARCHITECTURE 
There is a need for a full-fledged Management Information 
System (MIS) exclusively for Crop management similar to 
FMIS (Farm Management Information Systems) [21], [22]. 
This includes monitoring from the primary stage to the final 
consumable stage and external factors like weather 
forecasting. This will provide better adaptive control 
(decision making) over crops. 
There are some farm simulator packages like GRAZPLAN 
[23] for pasture simulation, APSIM [24] agricultural 
production simulation and decision support system like 
GPFARM [25] which help in getting rough estimations and 
decision support but, it is very difficult to generalize these 
systems for all types of farm practices. Farm-specific models 
are much easier for farmers to adopt [26] as they need less 
configuration. Similarly, a real-time unified architecture is 
needed which takes the seasonal information and attributes 
affecting crop yield and have control on the agricultural 
production.  
Currently, the systems we have on farm machinery log data 
of particular operations like spreading, spraying and 
harvesting but there is no mechanism to co-relate these data. 
Manual testing for plant and soil data, aerial imagery and 
other sources are not integrated because of various factors 
such as differences in data formats, incompatible device ports 
and differences in communication protocols from different 
vendors. This makes monitoring and analyzing of agricultural 
data very difficult. 
Research and development is needed from the lowest layer, 
investigating water and dirt proof rugged sensors which sense 
soil quality and plant health. A new type of scouting system 
(aerial or land-based) with suitable sensors will help. A new 
type of fieldbus is required to cater to the requirements of 
open crop cultivation.  
To integrate different types of data streams, a unified 
architecture is needed which represents data in a simple 
meaningful manner relating to crop growth. These data 
streams include continuous soil sampling which monitors pH, 
moisture and nutrient content. Continuous plant health 
analysis like chlorophyll content, nutrient intake, insect or 
disease manifestations. Variable Fertilizer/Nutrient 
spread/spray data, weather data, overall vegetation index 
from the satellite imagery, harvest data, etc. All these data 
streams should be linked to the geographical coordinates of 
where the sampling took place. This can act as a complete 
feedback mechanism in the agricultural process but this can 
only be possible if all the data streams are integrated into one 
single software platform. 
Various studies have acknowledged the benefits of a unified 
architecture or framework for agriculture and IoT. Some of 
them have presented the architecture layer by layer [27] [28]. 
Some agri-IoT [29] frameworks are adopted from smart city 
framework concepts [30]. 
This integrated farm data (Big Data) [31], [32] can be used 
for analyzing the trends with respect to factors affecting the 
yield over time (hindsight).  A wide variety of robust database 
systems are available today. A selection of databases which 
support a wide variety of scalable data formats is crucial in 
any decision support system. Machine Learning models can 
be trained with these myriad data and predict the optimum 
parameters for the next season. These predictions are 
evaluated against the ground truth to improve the accuracy of 
predictions. A real-time adaptation testing is also conducted 
to evaluate how these models adapt to the dynamic changes. 
This unified architecture will bridge the gaps in the loop and 
eventually the whole process can be automated in compliance 
with agronomic benchmarking.  
The proposed unified architecture is shown in figure 5. Data 
collected from a suite of on-farm sensors, weather stations, 
farm machinery sensor data, etc. are stored locally 
corresponding to one farm. These data can be linked to an 
internet gateway which links to a central crop database or 
cloud infrastructure. This central database or cloud platform 
may integrate with other useful information sources to share 
or retrieve data. These sources may include Food and Safety 
Authorities database, National census database, etc. Relevant 
information from different sources is combined and 
visualized to get meaningful insights into the farm in terms 
of crop health, quality, regulatory compliance and economy. 
The data from the central database consisting of a variety of 
data formats (structured, semi-structured, unstructured) are 
retrieved to develop machine learning/predictive models. In 
recent years, machine learning models have proved to be 
good in classifying, recommending and predicting multi-
model entities [33], [34]. These machine learning models are 
evaluated and the recommended farm tasks are ranked. The 
highly ranked farm recommender setting will be sent to the 
specific farm controller network for initialising specific 
equipment.  
The controller network communicates with the local on-farm 
gateway and control unit. The control unit makes sure the 
farm equipment are safe and ready to proceed. These on-farm 
control actions may include water sprinkler systems to 
maintain moisture, drone/land-based scouting to check 
crop/plant health, commanding autonomous farm machinery 
[35], [36] to spray/spread pesticides/fertilizers at the right 
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Fig 5: A Proposed Unified Architecture. 
 
This creates a data-driven loop in an agricultural context 
which can deliver great value for farmers and government 








This paper highlighted the success of industry 4.0 by 
discussing the technology and factors for wide adoption. It 
had attempted to compare the processes in agriculture to 
those in an industrial context and has highlighted the 
challenges. It is better to have a reference model to compare 
agricultural dynamics. This paper has discussed the 
agronomic benchmarking from regulation enforcement and 
food safety authorities to be taken as a reference for any 
ethical agricultural practice. Finally, a unified architecture 
has been proposed. 
 
It is really hard to predict outcomes and maintain control 
required in the wildly changing agricultural dynamics of the 
real world. Though there are IoT enabled smart farms which 
gather data about crop affecting factors, the decision making 
is still at a human level which varies greatly in terms of 
productivity, quality, re-usability and economy.  
 
The proposed architecture will bridge the gap in collecting 
relevant data as a feedback mechanism and controlling the 
factors affecting the output. The trends are analytically 
evaluated (also including historical data if available) and 
visualized for better insights. Additionally, the 
control/process tasks are recommended by the machine 
learning predictive models. It is envisaged that the proposed 
architecture will bridge the loop of the agricultural process by 
adapting to the changes, tactically predicting the outcomes 
and recommending control measures. 
 
As a long-term plan, with some add-ons to this proposed 
architecture, it is possible to gather data from similar crops at 
multiple locations to a central (national) food census 
repository. The exciting part starts from that point to train the 
machine learning models and control multiple farms from a 
single control centre. With some research and development, 
it is possible to connect this service to autonomous 
agricultural machinery and drones paving a way for advanced 
agriculture 5.0 
 
This research creates a new dimension in the field of 
engineering and a wide variety of opportunities to achieve 
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